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About this book

The guide describes

e what Entrust Entelligence™ Verification Plug-in for Adobe® is and why you
would use it

e installation information
e how to digitally sign documents

e how to verify one or more digital signatures

setting options and configuration parameters

For information on public-key infrastructure concepts and the Entrust cryptographic
model, refer to the Entrust Authority™ Security Manager documentation.
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Typographic conventions

The following typographic conventions appear in this guide:

Table 1: Typographic conventions

Convention | Purpose Example
Bold text Indicates graphical user
(other than interface elements and Click Next to continue with the installation.
headings) wizards
ltalicized Used for bO.Ok or Entrust Authority™ Roaming Server 6.0 User Guide
text document titles
Indicates installation
. paths, file names,
tcoir Her Windows registry keys, entrust.ini
yp commands, and text you
must enter
Indicates variables (text )
Angle you must replace with By default, Entrust Entelligence Desktop Manager users

brackets < >

your organization's
correct values)

have an ent rust . i ni file located at
<W NDOWS>\ ent r ust . i ni
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About Entrust Entelligence™
Verification Plug-in for Adobe®

The Entrust Entelligence™ Verification Plug-in 7.0 for Adobe® is a digital signature
plug-in for Adobe Acrobat® and Adobe Reader®. Verification Plug-in allows users to
digitally sign or encrypt Adobe documents using a Digital ID managed by Entrust or
issued by a third-party certification authority (CA). Verification Plug-in also allows
users to verify signatures on received documents or decrypt documents secured for
them.

When a user signs an Adobe Portable Document Format (PDF) document, that user's
private key is accessed using Entrust Entelligence™ Desktop Manager (formerly
Entrust/Entelligence) or the Microsoft® Crypto API (CAPI) store on the user's
machine. The document is signed with the user's private key, and then the signature
(along with the signing certificate and any other certificates within the trust path) is
added inside the PDF file containing the signed document. No additional files are
created. Visual indications that the PDF has been signed are displayed on and around
the document in the Acrobat viewer.

When a user verifies a PDF document, the signature and any certificates within the
trust path that were included during signing are retrieved. Revocation lists and
additional certificates may be also be retrieved either from the local CAPI store or an
accessible LDAP directory, when available. The PDF is verified using the public key in
the signer's certificate, and visual indications that the PDF has been verified are
displayed on and around the document in the Acrobat viewer.

Using the full edition of the Verification Plug-in for Adobe, PDF encryption is
available. This allows a user to locate encryption certificates for one or more intended
recipients using Entrust and Adobe Address Books as well as any accessible LDAP
directories. The PDF will be encrypted with a one-time document key that is then
secured using the encryption certificate of each recipient. The secured document key
is included with the PDF when sent to the recipients.

When a user attempts to open an encrypted PDF, the user's private decryption key
will be used to access the document key, which subsequently is used to decrypt the
PDF.
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System Requirements

The Entrust Entelligence™ Verification Plugin for Adobe® requires the
following software:

e Microsoft® Windows® NT, 2000 Professional, or XP Professional
e Microsoft® Internet Explorer 5.5 or later with 128-bit encryption

For users that wish to sign documents:

e Adobe® Acrobat® 6.0 or Adobe® Reader® 6.0 enabled with Reader
Extensions®

e Entrust Entelligence™ Desktop Manager (formerly Entrust/Entelligence) 6.1 or
later and/or signing keys in the Microsoft CAPI store

For users that wish to verify signed documents:
e Adobe® Acrobat® 6.0 OR

e Adobe® Reader® 6.0

CHAPTER 2
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Getting Started

Installation overview

The Verification Plug-in for Adobe is easy to install. The installer you receive will
have been pre-configured by your organization, making the Verification Plug-in for
Adobe ready for use upon install.

To install the Full Edition of Verification Plug-in for Adobe

Verify that either Adobe Acrobat 6.0 or Adobe Reader 6.0 with Reader Extensions
has already been installed on your system.

If Entrust Entelligence Desktop Manager will be used for applying digital signatures,
verify that Entrust Entelligence Desktop Manager 6.1 or later has been installed with
a properly configured ent rust . i ni file located in the C: \ wi nnt directory.

Insert the Verification Plug-in for Adobe CD-ROM to auto-start the installation, or
double-click the Set up. exe within the CD-ROM to manually start the installation.
Verification Plug-in for Adobe will auto-detect installed software and versions and
configure itself for use within your Adobe software.

To install the Verify Only Edition of Verification Plug-in for Adobe

Verify that either Adobe Acrobat 6.0 or Adobe Reader 6.0 has already been installed
on your system.

Insert the Verification Plug-in for Adobe CD-ROM to auto-start the installation, or
double-click the Set up. exe within the CD-ROM to manually start the installation.
Verification Plug-in for Adobe will auto-detect installed software and versions and
configure itself for use within your Adobe software.

CHAPTER 3
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Chapter 4

Using Entrust Entelligence™
Verification Plug-in for Adobe®

Configuring plug-in options
The Verification Plug-in for Adobe will be pre-configured by your organization so that

it is ready for use after installation. Depending on the use of the plug-in, you may
need to adjust its configuration over time.

To configure the Verification Plug-in for Adobe

1 Within Adobe Acrobat or Reader, select the PreferenceseEntrust Verification Plug-in
menu item.

Figure 1: Plug-in configuration menu item

O |Ei Yew Qocument Took Advenced Window bl
s y 00 || cmmeror <]
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2 The Entrust Plug-in Configuration dialog will appear.
Figure 2: Plug-in configuration dialog (Full Edition)

Entrust Plug-in - Configuration |

Entelligence

=

Directary
Infarmation ) .
Internal directary [used ta verify signatures)

I‘ID F4. 24134 Part: |389

Extemnal directary [included in signatures):

¥ Use Entrust Entelligence when sigring

Isc:ygtestdir Part: ISBS

¥ Use directory information from signature when verifying

@ LDAPVZ LDAPY3

Trust Roats

Configure Trust Roots

Statement
This text will be included in the signature statement that iz displayed in the
sighature properties windaw.

Thiz iz an offical department document.

ok I Cancel |

The Full Edition of the plug-in contains the following configuration options:

When checked, the Use Entrust Entelligence when signing checkbox will
cause the plug-in to access the user's Entrust Digital ID through Entrust
Entelligence Desktop Manager. This option is only available when Entrust
Entelligence Desktop Manager 6.1 or later is installed on the signer's
workstation. When not checked, the plug-in will access the user's Digital
ID located in the Personal CAPI store on the local system.

The Internal directory (used to verify signatures) and Port settings contain
an IP address, machine name, or fully-qualified domain name and TCP port
number of an LDAP directory that will be used when verifying signatures.

The External directory (included in signatures) and Port settings contain an
IP address, machine name, or fully-qualified domain name and TCP port
number of an LDAP directory that will be included in signatures applied by
the user. This information can be used by the reader to access revocation
lists and certificates from the signer's directory during signature verification.

When checked, the Use directory information from signature when
verifying checkbox will cause the plug-in to utilize directory information
included in a signature to locate revocation lists and certificates needed for
verification. This setting will override any values set in the Internal
directory (used to verify signatures) and Port settings when directory
information is contained in a signature. When no directory information has
been included, the Internal directory (used to verify signatures) and Port
settings will be used.

The LDAPV2 and LDAPV3 radio buttons allow the user to select which
version of the LDAP protocol should be used by the plug-in when trying to
retrieve revocation lists and certificates from an LDAP directory. This
option is included to maintain support for older directories that may only
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support LDAP version 2, however most directory services now support
LDAP version 3.

The Statement is a text message that will be included with all signatures
applied by the user. The organization may choose to use this field to
provide a legal or warranty statement regarding the applicability of
signatures, or to provide references to more information. When verifying a
signature containing a statement, the reader will display the statement field
in the signature properties dialog.

The Configure Trust Roots button is discussed below.

Figure 3: Plug-in configuration dialog (Verify Only Edition)

Entrust Plug-in - Configuration ﬁl

Directary
Infarnation

Internal directory [used to verify signatures):

-I%IE[: I‘ Paork: I

™ Use directory information fram signature when verifying

 LDaPYZ LDAPYS

Trust

Configure Trust Roats

0K I Cancel |

The Verify Only Edition of the plug-in contains the following configuration options:

The Internal directory (used to verify signatures) and Port settings contain
an IP address, machine name, or fully-qualified domain name and TCP port
number of an LDAP directory that will be used when verifying signatures.

When checked, the Use directory information from signature when
verifying checkbox will cause the plug-in to utilize directory information
included in a signature to locate revocation lists and certificates needed for
verification. This setting will override any values set in the Internal
directory (used to verify signatures) and Port settings when directory
information is contained in a signature. When no directory information has
been included, the Internal directory (used to verify signatures) and Port
settings will be used.

The LDAPV2 and LDAPV3 radio buttons allow the user to select which
version of the LDAP protocol should be used by the plug-in when trying to
retrieve revocation lists and certificates from an LDAP directory. This
option is included to maintain support for older directories that may only
support LDAP version 2, however most directory services now support
LDAP version 3.

The Select Trust Roots button displays the Select Trust Roots dialog which
allows the user to select from one or more self-signed certificates located in
the Trusted Root Certification Authorities CAPI store on the local machine
in which to place explicit trust. Selecting a trust root means the reader is
placing trust in certificates issued by that trust root, and all certificate
issuers subordinate to that root. A signature applied by a user who has a
certificate issued by a CA that is not a selected trust root or subordinate to
one will always fail to verify. The user may highlight a trust root and click
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View Selected Certificate to see the details of that trust root to decide
whether to select it or not.

Figure 4: Plug-in trust root selection dialog

Entrust Plug-in - Select Trust Roots |

Pleaze select your trust roots:

Populate the Selected Trust Roots list by double clicking the desired
certficates in the Awvailable list or by using the arow buttons

Available Trust Roots Selected Trust Roots

; [
Autoridad Certificadora de la Asociacion Nz Trust Anchor
Ceitiposte Editeur

Autoridad Certificadora del Calegio Maciane
Belgacom E-Trust Primary Cé
Business

Ca, =B |
Certipaste Serveur

Certisign Avutoridade Certificadora AC15

Certisign Autoridade Certificadora AC2 < |
Certisign Autoridade Certificadora AC35

Ceitisign Autoridade Certificadora AC4

CertPlus Clazz 1 Primary Ca

CeitPlus Class 2 Primary Cé

CertPlug Class 3 Primary Ch

CetPluz Class 3P Primary CA LI

“iew Selected Cerificate |

Cancel
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Signing a PDF Document

The Verification Plug-in for Adobe can add digital signatures to PDF documents (Full
Edition of Verification Plug-in for Adobe only). Multiple signatures can be added to a
document; however, each new signature constitutes a new revision of the document.

To add a signature to a PDF document:
Open Adobe Acrobat.
Open the PDF file you wish to sign in Adobe Acrobat.

Select the Sign button from the toolbar shown in Figure 5. If this is the first signature
that will be applied to the document, the dialog in Figure 6 will appear. If the signer
chooses to Certify Document, a signature will be applied and the user may impose
restrictions on further document modification as shown in Figure 7. See the Adobe
Acrobat 6.0 User Guide for more information on certifying a document.
Alternatively, the user can click Continue Signing to apply a signature but leave the
document unrestricted from further revisioning.

Figure 5: Adobe toolbar

E2 Adobe Acrobat Professional - [unsigned.pdf] - |EI|1|
ﬁﬁile Edit Wiew Document Tools Advanced Window Help _Iﬁllll

}Open @ | Save ey P @J m

¢ T creste PO - =

5 Review & Comment

- ) seewe + A sin v| )| Acvanced Edting

ELIEL I =

== PP = = |

Figure 6: First document signature
[Alert - Document Is Not Certified x|

i’z ‘¥ou are about ko apply the First Digital Signature to this document,

1f wau received this document from somenone, it could have been altered withaut the authar's
consent. Unless you receive this file from a trusted sender, you may not wish to sign it,

If wou created this document, you may wish to apply a Certifying Signature instead of a
regular Digital Signature, If unauthorized changes are made to a Certified document the

Certifying Signature will be invalidated.
i I Conkinus Sigring. .. I Cancel

Figure 7: Certification restrictions

Save as Certified Document - Choose Allowable Actions:

Please choose which actions should be allawed For this document. Unpermitted changes will
invalidate the certification.

& ‘Your settings will not take effect until you save and close the document. Any additonal
changes you apply before clasing the dacument may invaldiate your certifying signature.

Allowed Actions:  |Disallow any changes ko the document ﬂ

Disallaw any changes to the document
Only allow Form Fill-in actions on this document

Only allow commenting and Form Fill-in actions on this document
= T

¥ Lock the certif

Draw a box on the document in the location you wish the digital signature indication
to appear.

Note: The entire document is signed regardless of the location the box is drawn. The
location of the box will be used only to display a visual indication that the document
has been signed and of its verification status.

5

If the signer has selected the Use Entrust Entelligence when signing configuration
option described above, Entrust Entelligence Desktop Manager will be used to apply the
digital signature. If the signer has not already logged into Entrust Entelligence Desktop
Manager, the Entrust Login dialog will appear as shown in Figure 8. The user must
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select an Entrust Desktop profile (.epf file), enter their Entrust Roaming user ID, or insert
their smart card or hardware token, and enter their Digital ID password.

If the signer has not selected the Use Entrust Entelligence when signing configuration
option, CAPI will be used to apply the digital signature. The user will see the dialog
shown in Figure 9. This dialog lists the Digital IDs found in the Personal CAPI store on
the local machine. The user may highlight a Digital ID and click View Certificate to
verify the Digital ID information before selecting to use it.

Figure 8: Entrust Login dialog

=
P ®
e Entrust
Copyright 1994-2002 Ertrust, Inc. Al right= resanved

=L

i Browse. ., |

Profile name:

. Password:

I~ Work offline

Securing the Internet

Of I Cancel Help

]

Figure 9: CAPI Digital ID selection

Entrust Plug-in - Select Credential

Credential

@ Please select a credential to use for signing.

Fwokwiong's Entrust verffication certificate ;I
Milan Bekich Test User
My Certificate

MIST Test 19
MIST Test 63

RaATxUszerl

RATxUser2

Userl-CP.02.05

WALLIAMS HEMRY 1005215761

wflLLIAMS HENRY 1005215761
WwO0D.CHRIS.5LB. 31160057382
w000 .CHRIS.5LB. 3. 1160057382 j

Wiew Certificate |

After selecting a Digital ID, the user may specify additional signature parameters in the
dialog shown in Figure 10. You may select an available reason using the Reason for
Signing Document pull-down menu or enter a new reason. This entry may be left
blank. The Signature Appearance option allows the user to specify whether the
signature includes a custom graphic logo. The user may also set Location and Contact
Information values to be included with the signature and displayed to the reader when
verifying the signature.

When the user has not selected the Use Entrust Entelligence when signing
configuration option and depending on the security level setting on the user’s Digital
ID, CAPI may display a dialog prompting the user to enter their Digital ID password to
authorize the signing.
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Figure 10: CAPI Digital ID selection

nature to Document il

4 Ta complets the signing process wou must apply the Digital Signature ko the document by saving
the document, In case you need to laker make changes to the orginal, it is recommended that
wou create a new signed capy of the document using 'Sign and Save As',

— Signature Detalls

Signing as Userl-CP.01.01.

Reason for Signing Document: (select or edit)

| Official Document Certification j

Hide Options << |

[ Cptions

Signakure Appearance:

IStandard Text j Freview.., Hew...

Location, e.g. city name: {optional)

I certification center

¥our Contact Infarmation, e.g. phone number: {optional)

I certifythis@certcenter| comn

Help | Sign and Save As. .. Sign and Save Cancel
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Verifying signatures on a PDF document

16

The Verification Plugin for Adobe can verify digital signatures that have been added
to a PDF document. More than one signature may appear on a document.

Prior to signature verification, Adobe will display each signature block with a
graphical icon as shown in the upper left-hand corner of the signature block of Figure
11. The grey ‘question-mark’ icon indicates the signature status is undetermined.
Note that in this example, the signer has included a custom graphic logo with the
signature.

Figure 11: Unverified signature

[ Adobe Acrobat Professional - [skaned by adobel using pkel6.odf] - =10 x|
T)fe ¢ Yew Dooument Took Advarced Window telp =5] x|
2 open ™ H vt @B 8 || T cremeror «| 0 Rraewscomeent |+ ) seowe + #F san o[ | | atvencesBaeng [+

) Imiswaros - G| % W 3 W-H-17-
Mo Tool F, Tedpas - 2 o - sow || @ M # @ -

& - &% - @®| 0D

~ilaNs = HowTa? -

NIST Special Publication 800-56: j
RECOMMENDATION ON KEY ESTABLISHMENT SCHEMES
Draft 2.0

Tamsary 2003
NIST requeses that comments on this document be provided by Apdl 3, 2003, although
comanents will be accepied ar any ume. Please send comments o kmscoumnents @ nist.goy.
Thanks

A . CN = Adobe User1, C =

Us, O = U.5. Government,
OU = Goverpmant Printing
Office [Sagramary rot yet vor ified

2003.11.07 15:32:26 -
0500

¢ BExnim |

7 i 1670 A+

The reader may right-click on the signature block and select to view the signature
Properties as shown in Figure 12. The properties dialog reflects that the signature
has not yet been verified. The reader may click Verify Signature to perform the
verification from within the properties dialog, if desired.
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Figure 12: Unverified signature properties

Entrust Plug-in - Signature Properties il
Y alidity

@ Unknown. Werify Signature
o

Click the Yerify Signature buttan.

Signature Applies to
’7 Revision 1 af 1 Wiew Signed Yersian ‘
— Propertie:
Signed by: IAdobe Userl Show Certificate...
Date: |2DDS.11.D? 15:32:26 -0500°
DM: I
Reason: |
Location: I
Contact Info: I
Staternent:

To verify all of the signatures on a PDF document:

Open Adobe Acrobat or Adobe Reader.

Open the PDF file that contains the signatures to be verified.

Select the ToolseDigital SignatureseVerify All Signatures menu item.

Examine each signature's verification status individually.

CHAPTER 4
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Understanding Signature Status

The Verification Plug-in for Adobe can return several different results when verifying

a signature within a PDF document. The following results may be returned to the
reader.

When a signature is valid, the icon and dialog message shown in Figures 13 and 14
will be displayed. A valid signature, symbolized by a green checkmark, indicates that
the document has not been modified since signed, the certificate and certificate chain
have been processed correctly and end in a selected trust root, each certificate in the
chain is valid and not expired, and that a revocation list for each certificate in the
chain was obtained and no certificates were revoked.

Note: A signature will only display as fully valid when it has been applied to the most
current revision of the PDF document.

Figure 15 shows the properties dialog that appears when the reader clicks Signature
Properties on the Signature Validation Status dialog. The reader may click Show
Certificate to see the certificate details from the signer's certificate.

Figure 13: Valid signature

A CN = Adobe User1, C =

Us, O =U.S. Government,
OU = Government Printing
! Office

2003.11.07 15:32:26 -
05'00'

Figure 14: Valid signature dialog
]

. Signature is WALID.
- The document has not been modfied since this signature was applied.
- The signature is valid; certificates and CRLs were checked,

{'Legal pitice.... | Signature Properties... Close
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Figure 15: Valid signature properties

Entrust Plug-in - Signature Properties il
Y alidity

ﬁ Signature fully verfied. Werify Signature

- The signature is valid; certificates and CRLs were checked.

" Signature Applies to

Revision 1 af 1 Wiew Signed Yersian ‘
— Propertie:
Signed by: IAdobe Userl Show Certificate...

Date: |2DDS.11.D? 15:32:26 -05'00°

DN: Icn=Adobe Userl .ou=Ch ou=Govermnment Printing Office.o=U.5. Government,c=

Reason: |

Location: I

Contact Info: I

Staternent:

When a signature has been applied to a previous revision of the PDF, the Verification
Plug-in for Adobe will display the icon and dialog message shown in Figures 16 and
17. In this example, the signer did not include a custom graphic logo with the
signature.

When viewing the signature properties on this type of signature, the reader has a
new option to click View Signed Version. This option shows the reader the revision
of the document as it was when this particular signature was applied. The properties
dialog, shown in Figure 18, also indicates which revision number the signature was
applied to in the lifecycle of the PDF.

Figure 16: Valid signature on previous revision

Digttally signed by Adobe

Useri
DM: CN = Adobe User1, C
=US, O0=US.

Govemnment Printing Cffice

Reason: Organizational
S e r Distribution

Location: McLean, VA

Date: 2003.12.19 13:39:03

-05'00"

Figure 17: Valid signature on previous revision dialog
Signature Validation statws =]

f Signature is YALID,

‘A - The rewision of the document that was covered by this signature has not been altered,
however there have been subsequent changes ko the document,
- The signature is valid; certificates and CRLs were checked.
- Click. 'Signature Properties' then "iew Signed Yersion' to view what was covered by this
signakurs,

Signature Properties. .. | Close |

Figure 18: Valid signature on previous revision properties
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Entrust Plug-in - Signature Properties
—Yalidity

x|

:E\ Signature valid, but document has been modified. Werify Signature |

- The revision of the document that was covered by this signature haz not been
altered, howewver there have been subsequent changes to the document. Click “isw
Signed Version' to view what was covered by this signature.

- The signature is walid; certificates and CRLs were checked.

"S\gnature Applies to

Fievision 1 of 2 Wiew Signed Yersion |
— Propertie

Signed by: IAdobe Userl Show Certificate. |

Diate: |2DDS 12,19 13:39:03 -05'00°

DM: Icn:Adnhe Uzerl ou=CA ou=Govermment Printing Office.o=L1.5. Government o=

Reason: IDrganizationaI Distribution

Location: |McLean, WA

Contact Infe: [703 555 2112

Statement:

When a signature cannot be verified because the signer's identity is unknown, or
certificates and/or revocation lists could not be obtained to validate the signature, but
the signature itself is valid (thereby assuring the integrity of the document), the
Verification Plug-in for Adobe will display the icon and dialog message shown in
Figures 19 and 20. Figure 21 shows the properties dialog for the signature, which

reflects the same status information but is more specific about the cause of the failure
to verify the signature.

Figure 19: Unverifiable signature

-~
L

1

22 , CN = Adobe User1, C =

Us, O = U.S. Government,
QU = Government Printing
Office

2003.11.07 15:32:26 -
05'00°

Figure 20: Unverifiable signature dialog
[Signature Validation Status

53;\" Signature validity UMKMOWN.

- The document has not been modfied since this signature was applied.
- The signature is valid but certificates and CRLs were nat successfully verified,

E'"i:éaé'l' ﬂaﬁlce Signature Properties.. . Close
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Figure 21: Unverifiable signature properties

Entrust Plug-in - Signature Properties il
Y alidity
— Signature iz valid. but signer identity could not be verified. Werify Signature
[

- The signature is walid but certificates and CRLs were not successfully verified.

" Signature Applies to

Revision 1 af 1 Wiew Signed Yersian ‘
— Propertie:
Signed by: IAdobe Userl Show Certificate...

Date: |2DDS.11.D? 15:32:26 -05'00°

DN: Icn=Adobe Userl .ou=Ch ou=Govermnment Printing Office.o=U.5. Government,c=

Reason: |

Location: I

Contact Info: I

Staternent:

When a signature cannot be verified because the signer's identity is unknown, or
certificates and/or revocation lists could not be obtained to validate the signature, but
the signature itself is valid (thereby assuring the integrity of the document), and the
signature applies to a previous revision of the document, the Verification Plug-in for
Adobe will display the icon and dialog message shown in Figures 22 and 23.

Figure 24 shows the properties dialog for the signature, which allows the reader to
view the revision to which the signature was applied.

Figure 22: Unverifiable signature on previous revision

Digitally signed by Adobe

a User1
DN: CN = Adobe User1, C
=US, 0=US,
Govemmant, OU =
Government Printing Office
U Reason: Organizational
S e r Distributicn
Location: McLean, VA
DCate: 2003.12.19 13:39:03
-05'00

Figure 23: Unverifiable signature on previous revision dialog
[Signature Validation Status x

Signature walidity UNKNOWI,

- The revision of the document: that was covered by this signature has not been altered,
hawever there have been subsequent changes to the document,

- The signature is valid but certificates and CRLs were nok successFully werified.

- Click 'Signature Properties' then "iew Signed Yersion' to view what was covered by this
signiature,

signature Properties... Close
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Figure 24: Unverifiable signature on previous revision properties

Entrust Plug-in - Signature Properties

x|
Y alidi

Signature is valid. but document has been modified Verffy Signat
? ; and signer identity could not be verified, AENY 21anature

- The revizion of the document that was covered by this signature has not been
altered, howewer there have been subzequent changes to the document. Click. “iew
Signed Version' to view what was covered by this signature.

- The signature is walid but certificates and CRLs were nat successfully verfied.

"S\gnatura Applies ta

Rievision 1 of 2 Yiew Signed Yergion | ‘

i~ Propertie

Signed by: |Adobe Uszerl Show Certificate... |

D ate: |2003.1 219 13:39:03 -08'00"

DH: |cn=Ad0be Userl ou=Ca ou=Government Printing Office.o=1.5. Government,c=

Reason: ID 1ganizational Distibution

Location: |McLean, YA

Contact Infa: I?UB BRG 2112

Statement:

When a signature results in processing a certificate that has expired or been revoked,
the Verification Plug-in for Adobe will display the icon and dialog message shown in
Figures 25 and 26. Figure 27 shows the properties dialog for the signature, which

details the reason for the failure. In the example below, the signer's certificate has
been revoked.

Figure 25: Non-trusted signature

%itally signed by Adobe Revoked User2
cn=Adobe Revoked User2, ou=CA,
ou=Government Printing Office, 0=U.S.
Government, ¢c=US

Date: 2003.11.11 15:23:24 -05'00"
Reason: <none>

Location:

Figure 26: Non-trusted signature dialog

Signature ¥Yalidation Status ) ! E

Signature is INVALID,
- The document has not been modfied since this signature was applied.
- Failed to walidate a path to the signer's certificate: the certificate issued ta the Following entity

has been revoked: cn=~Adobe Revoked UserZ, ou=CA, ou=Government Printing OFfice, 0=L1.5.
Government, ;=3

signature Properties... Close

CHAPTER 4
USING ENTRUST ENTELLIGENCE™ VERIFICATION PLUG-IN FOR ADOBE®



Figure 27: Non-trusted signature properties

Entrust Plug-in - Signature Properties

x|

Y alidity

Werify Signature

x Signature is INVALID,
- Failed to validate a path to the signer's certificate: the cerificate issued ta the
following entity haz been revoked: ch=Adobe Revoked User2 ou=CA ou=Government

Frinting Office.o=U.5. Government,c=LI5

Signature Applies to
’7 Revizsion 1 af 1

Wiew Signed Yersian

— Propertie:

Signed by: IAdobe Revoked User2

Date: |2DDS.11.11 15:23:24 -05'00°

Show Cettificate...

DN: Icn=Adobe Revoked Userd, ou=Ca, ou=Government Printing Office,o=11.5. Gove

Reason: |<n0ne>

Location: I

Contact Info: I

Staternent:

When signature verification fails because it is determined that the document has been
altered since the signature was applied, the Verification Plug-in for Adobe will display
the icon and dialog message shown in Figures 28 and 29 indicating that the signature
cannot be trusted. Figure 30 shows the properties dialog for the signature, which
details the reason for the failure. In the example below, the document was altered.

Figure 28: Non-trusted signature (alteration

)

p 4 . CN = Adobe User1, C =
US, O = U.S. Government,
OU = Government Printing

Office
2003.11.07
05'00

15:32:26 -

Figure 29: Non-trusted signature (alteration) dialog

Signature Yalidation Status E E

Signature is INVALID,
- The document has been altered or corrupted since it was signed.

- Failed to verify the signature; the document may have been altered or corrupted,

Signature Properties. .. Close
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Figure 30: Non-trusted signature (alteration) properties

Entrust Plug-in - Signature Properties il
Y alidity

x Signature is INVALID. Werify Signature

- Failed to verify the signature; the document may have been altered or comupted.

" Signature Applies to

Revision 1 af 1 Wiew Signed Yersian ‘
— Propertie:
Signed by: IAdobe Userl Show Certificate...

Date: |2DDS.11.D? 15:32:26 -05'00°

DN: Icn=Adobe Userl .ou=Ch ou=Govermnment Printing Office.o=U.5. Government,c=

Reason: |

Location: I

Contact Info: I

Staternent:

When a certified signature is valid, the icon and dialog message shown in Figures
31 and 32 will be displayed. A certified signature is the only signature that may
appear in a certified document and indicates the author or publisher has issued the
document with restrictions on how it may be used and has prevented any
unauthorized modifications.

Figure 31: Certified signature

Digitally signed by Adobe User1

DN: CN = Adobe Usert, C = US,

d O be 0 =U.S. Government, OU =
Government Printing Office
Reason: certification

l | r1 Location: McLean, VA
S e Date: 2003.12.19 13:55:58 -

05'00°

Figure 32: Certified signature dialog

Signature Yalidation Status = - ﬁl

b Document is CERTIFIED as walid by Adobe Userl,
- The document has not been modified since it was certified,
- The signature is valid; certificates and CRLs were checked,

{ Legal Matice... Signature Praperties... Close
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Figure 33: Certified signature properties

Entrust Plug-in ignature Properties il

Y alidi
Document certification is walid Werify Signature |

I:a - The signature is valid; certificates and CRLs were checked.

"S\gnatura Applies ta

Fievizion 1 of 1 Wiew Signed Wersion | ‘
i~ Propertie
Signed by: |Adobe Uszerl Show Certificate... |

D ate: |2003.1 2.1913:65:58 -08'00"

DH: |cn=Ad0be Userl ou=Ca ou=Government Printing Office.o=1.5. Government,c=

Reason: Icertification

Location: |McLean, YA

Contact Infa: I?UB BRG 2112

Statement:

Finally, if a certified signature is rendered invalid through document alternation,
Verification Plug-in for Adobe displays the dialog shown in Figure 34.
Figure 34: Failed certification signature dialog
5I

This document has special status or special features.,

— Document Status

x Certification INVALID.
The Digital Signature that was used to Certify this document is invalid, The document is either corrupted or modified ar
the author's Certificate is not valid. Click 'Signature Properties' to view more information about the signature and its
walidity. Reliance upon this certified document requires your acceptance of the terms described when you click 'Legal
Notice',

Please conkact the authar ko resolve any walidation issues.

Ta access signature information later, open the Signatures Tab on the left, select the Certifying Signature and choose
‘Properties' from the Options menu,

Legal otice. .. Signature Froperties...

[~ Do not show this dialog next time this document is opsned.

Document Status icons are always located at the bottom-left corner of the document window, Click a Document Status icon ko view this
dialog again,
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Encrypting a PDF Document

The Verification Plug-in for Adobe (Full Edition only) can be used to encrypt a PDF
for one or more recipients. This allows users without other secure communications
such as secure e-mail to exchange and share sensitive documents with privacy.

Note: Adobe does not allow documents to be both signed and encrypted. Only
unsigned documents may be encrypted using Adobe Acrobat.

To encrypt a PDF document:
1 Open Adobe Acrobat.
2 Open the PDF file you wish to entrust in Adobe Acrobat.

3 Select the SecureeEncrypt for Certain Identities Using Certificates button from the
Adobe toolbar shown in Figure 35.

Figure 35: First document signature

2 Adobe Acrobat Professional - [unsigned.pdf] - |EI|5|
'@ File Edit Wiew Document Tools Adwanced ‘window Help - |5|5|
= = bt (@ : = [ Revi .
H Cpen Fl save = Prirt | ﬁ H m Create PDF b Review & Comment ﬂ Secure Sign m Achvanced Editing
Reestrick ©pening and Editing...
Display Restrictions and Security.. .
How T, Secure a Document
4 If the user has Entrust Entelligence Desktop Manager installed on their system and the

user has not already logged into Entrust Entelligence Desktop Manager, the Entrust
Login dialog will appear as shown in Figure 36. The user must select an Entrust
Desktop profile (.epf file), enter their Entrust Roaming user ID, or insert their smart
card or hardware token, and enter their Digital ID password.

Figure 36: Entrust Login dialog

omEntrustLogn =
g ®
e Entrust
i Copyright 1994-2002 Entrust, Inc. Al right= resarved

Browse... |

Profile name:

| Password:

I~ Work offline

Securing the Internet

Of Cancel | Help |

5 The user will be presented with a dialog to select recipients for whom the document
will be encrypted. By default, the user is always included in the recipient list to ensure
they may open their own document, as shown in Figure 37.
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Figure 37: Recipient selection dialog

Restrict Opening and Editing ko Certain Identities ll

r~Identity Directories

Directory: | Trusted Identities i e
Mame: I Search |
Group: | Al < -

Browse for Certificates. .. | Bl I M

Mame | Email | Add to Recipient List |
[l adobe Root €A

T = Ch, O = Entrust, OU = Business
[Elc =us, 0= 115, Government, OU ...

—Recipients

[Mame Email Recipient Detals. ., |

Reemowve From List |

Set Recipient Permissions. .. |

[~ Enable plainkext metadata {compatible only with Acrobat 6,0 and later)

Help | Cancel

6 Set the Directory to Trusted Identities and click Browse for Certificates to
locate certificates within the file system of the workstation as shown in Figure 38.

Figure 38: Trusted identity browsing

donal-Ilon af upsigned ndf]
Restrict Opening and Editing to Certain Identities
h -H¢ : Identity Directori

elect Text Directory: I Trusted Identities VI Search
Name: Search
A FyTe Group: | al = i

] |t Browse for Certificates... | Email: Adyanced .

Locate Certificate File x|
- J =]
Look in [ =3 GYSTEM () e = BB
[ sighel
Ea System Yolume Information
Creme
[ tmpoldyspiinstall
CwinnT
J UTemp
wtygcwnnd.car

SHENETN

[+

File name: Imlks jones.cer j Open I
Files of type: IF\Ies Containing Cerlificates [ fdf,* pic.*.p7b.”" tj Cancel
A

Help O | Zancel

ixllin —

7 Set the Directory to Entrust Address Book to view a list of recipients within the
Entrust Address Book as shown in Figure 39.
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Figure 39: Entrust Address Book selection

Restrict Opening and Editing ko Certain Identities ll

r~Identity Directories

Search

Mame: I Search
> |
Browse for Certificates. .. | Bl I M

Direckary:

Group: | Al

| Email | Add to Recipient List |
Charles E Horowitz-000300005383 HorowitzCE@sta. ..
KO0053 kathlzen. kozian, ..
—Recipients
[Mame | Email | Recipient Detals. ., |

Christopher Woad
Reemowve From List |

Set Recipient Permissions. .. |

[~ Enable plainkext metadata {compatible only with Acrobat 6,0 and later)

Help | Cancel

8 Click OK once the selection of recipients is completed. Adobe will present the dialog
shown in Figure 40, indicating the document will not be encrypted until it is saved and
closed.

Figure 40: Certificate security alert

Certificate Security - Alert x|

& Security settings will not be applied to the dacument until it has been saved and
closed,
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Decrypting a PDF Document

Both Adobe Acrobat and Reader can be used to view encrypted PDF documents.
This allows users without other secure communications such as secure e-mail to
exchange and share sensitive documents with privacy.

Note: The Full Edition of the Verification Plug-in for Adobe is required for users
decrypting PDF documents using a Digital ID accessed through Entrust Entelligence
Desktop Manager.

To decrypt a PDF document:
1 Open Adobe Acrobat.
2 Open the PDF file you wish to entrust in Adobe Acrobat.

3 If the user has Entrust Entelligence Desktop Manager installed on their system and the
user has not already logged into Entrust Entelligence Desktop Manager, the Entrust
Login dialog will appear as shown in Figure 41. The user must select an Entrust
Desktop profile (.epf file), enter their Entrust Roaming user ID, or insert their smart
card or hardware token, and enter their Digital ID password. If the user has a Digital
ID accessible through CAPI, they may be prompted by CAPI to enter a password
depending on the security assigned to that Digital ID.

Figure 41: Entrust login for decryption

 fubvacmd o bl
= pre (@ "||“,‘}MM = | 55 Revew s conmare [ (4 Sacus = M sgn - |[y] advanceataneg |-
O Imssenres - [ill % 08 3 W-H-7-
- | @ - S -
@ |[ o l'l

" Entrust®

|

|

| . MesTead E, TestEas - R
| &

|

Baght reiureed
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4 If the user fails to activate their Digital ID or is not a selected recipient of the
document, the Adobe error message in Figure 42 will appear.

Figure 42: Failed decryption dialog

O (gt Yew Docummt Tooch Acvanced Wrdow fHel

| PBopen @ Hione —rn @ ”|] T crnn e+ | 4 e s conment [+ () soare + M son -[gmwm”
| ) Tfsasrea - (@10 0 8§ § W -H-15

| weeroa *nrmm-,g-‘-‘t.vhirw-“ﬂ v j-.,"-|

I@\- SR e .@“I‘!“i‘tl
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